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Your Handy Guide to Spotting and Stopping Phishing

Scams Now and Beyond

With information flowing like water and threats lurking everywhere on the internet, a deceitful tactic called “phishing”
has emerged as an intimidating adversary. This prevalent form of cybercrime affected over 300,000 victims in 2022,
contributing to $52 million in losses, according to the FBI’s Internet Crime Report. This sneaky method, employed

by cybercriminals, tricks people like you into revealing sensitive information or compromising your security—making

immediate vigilance absolutely essential.

So, what exactly are phishing attacks?

Phishing attacks rely on deception. Cybercriminals disguise themselves as trusted entities—like your bank or a well-
known brand—to trick you into clicking on malicious links or handing over sensitive information. It’s essentially an online
con game, where the stakes are your personal data and security. Staying aware is the only way out, because to these

attackers, anyone with a smartphone can be a target.

Let’s break down some common phishing tactics:

Domain Spoofing:

Ever visit a website that looks just like your bank’s,

but the URL is slightly off? That’s domain spoofing.
Cybercriminals create fake websites with subtly

altered web addresses to trick you into thinking

they’re legitimate. It’s a tactic growing in sophistication,
especially as attackers now include HTTPS certificates to
make their fake sites appear even more credible.

Business Email Compromise (BEC):

Scammers impersonate your boss or a trusted
colleague, tricking you into transferring money or
revealing sensitive information. This tactic is favored
by cybercriminals due to its high success rate and

can cause millions of dollars in losses, as seen in well-
documented cases like the $17.2 million BEC attack on
Scoular in 2014.



Brand Impersonation:

One of the most common tactics. Ever received an email
from “Amazon” asking you to update your payment
details? It’s likely a scammer pretending to be a well-
known brand, trying to get you to click a malicious link or
download harmful content. These scams can be highly
convincing, and spoofed domains or logos often go
unnoticed by victims.

Phishing Tactics to Watch Out For

Malicious Attachments:

These attachments are disguised as innocent files—
maybe a PDF or invoice—but once opened, they infect
your device with malware. Think twice before clicking on
any attachments, especially those with file extensions
like .exe, .zip, or .scr, which are commonly used in
phishing attacks.

Phishing isn’t just about random attacks. Some are more targeted, and here’s where things get trickier:

Spear Phishing:

- These are highly targeted attacks aimed at specific individuals. The attacker may know details about you, like
your job role or recent activities, to craft a message that feels legit.
- Spear phishing is especially dangerous in corporate environments where personal details are used to breach

company security.

Spear Phishing

Playing on Urgency

@ fome w

Dear Mr. Fagan,

I URGENT !'-Zoom Meeting Update Required

@  Zoom Security Team <security@zoom.us>

We hops this message finds you well. Dus to recent securty cancems

sumeunding unautherized access to Zoom meetings, we are implementing an
urgent update to enhance your mesting protection. You have been identified as
a key user in our system and we require you to verdy your account immediate

Please click here to confirn your account infermation and install the latest

security patch to prevent unauthorized accass to your mestings.

Click here to update your Zoom security

This update is mandatory and should be comp'eted within the next 24 hours

Playing on Urgenc

to awoid disruptions in your upcoming scheduled meefings.

Thank you for your prompt attention to this matter.

Best regards,
Zoom Security Team

Zoom Video Communications Inc.

support@zoom-security.com

Trick the recipient
into clicking a
Malicious link

Using trusted platform

Whaling:

- Avariation of spear phishing, but this time they’re after the big fish; executives or high-profile individuals.
«  The stakes? Much higher. Due to their access to sensitive information, these attacks often lead to significant

financial or reputational damage.



Whaling Phishing
< WURGENT ! - Fund Transfer Authorization
Required

CEO Michael Williams
; l<:mic:r':1el.'m' iams@levitascapital com:= Impersonates the CEO
v

0 me
Dear Sarah,

| hope this finds you well. We are in the final stages of securing an
important new investment partner for Levitas Capital, and the deal

Ask for Higher profits

Here are the transfer details:

Account Name: Global Investment Holdings

Bank: [Bank Mame] )

Account Number: 123456789 Making a fraudulent transfer
SWIFT Code: X¥Z123 details

Amount: 51.5 milion AUD

Please prioritize this and confirm once the transaction has been
completed. Keep this strictly confidential as our legal team is

finalizing the paperwork, and we want to avoid any unnecessary
Typical of high—level business internal discussions before the announcement.
communications. Thanks for your prompt attention to this matter.

This is a crucial opportunity for the firm m

Best regards,
Michael Williams

= CEQ, Levitas Capital
uses authonty michaelwiliams{@levitascapital.com

Credential Harvesting:

- Ever been redirected to a login page that looks just like your bank’s? That’s credential harvesting. The goal is to
steal your usernames and passwords by making you think you’re entering them into a trusted site.
«  Once credentials are compromised, attackers often sell them on the dark web or use them for further exploits.

Credential Harvesting
< WURGENT ! - Password Expiry Notification

Action Required mimics an intemal IT depariment
. ) ) request
® IT Support <it-support@levitascapital. com> €4
@ fome w
Dear [Employee Name],
sense of urgency and the
authoritative tone make This is a reminder that your Levitas Capital account password
the mc'pient more likely to will expire in 24 hours as part of our scheduled security
comply. protocol. To aveid any disruption to your access, you are
= required to update your password immediately.
Please follow the link below to securely reset your password:
Reset Your Password Here Afake login page where their credentials
) e . would be harvested by the attacker
Urging “:JE‘:_.'IP;.'" to reset :'.e'_' For your protection, this link will only be valid for the next
passwnr YlCICHDGO GRS 12 hours. Failure to update your credentials may result in
link. emporary SUSDENSION of your account.

If you encounter any issues, please contact the IT
support desk.

Thank you for your immediate attention to this matter.

Best regards,

IT Support Team

Levitas Capital
it-support@Ilevitascapital.com




HTTPS Phishing:

- Attackers can now use HTTPS certificates to make fake websites appear secure. Just because you see a padlock
doesn’t mean the site is safe—always verify the URL before entering any sensitive information.

HTTP Phishing

< Secure Your Office 365 Account
— Action Required

™Y IT Support <it-support@levitascapital.com>
@ to All Employees w

Dear [Employee Name],

‘We have detected unusual activity on your Office 365 account
and, as a precaution, have femporarily limited access to
sensitive data. To prevent any further disrupfions, please
werify your account details immediately by logging into our

secure portal.
Important: For your safety, we use HTTPS Appears legitimate due to its professional tone
encryption on all our websites to protect your and the mention of encryption
credentials, Please use the link below to verify
Link could lead fo a fake but seemingly secure your account:

website designed to harvest credentials or

el _ Verify Your Account Securely
other sensitive information

Please complete this verification within the next 24 hours often create a sense of urgency
to avoid losing access to your email and company files.

If you did not initiate this request, please contact our support
team immediately.

Thank you for your cooperation in ensuring the security of
your account

Best regards,
Office 365 Security Team
Microsoft Corporation

Clone Phishing:

Cybercriminals clone legitimate emails, copying them almost exactly but adding malicious links or attachments. These
cloned emails are tricky because they look like emails you've already received from trusted sources.

Clone Phishing
<« Zoom Meeting Invitation - Updated Link

Y Zoom <no-reply@zoom us>
@ toMrFagan

Dear Mr. Fagan,
Appears nearly Identical to a legitimate This is a reminder for your scheduled Zoom meeting with

Zoom meeting invite that the Levitas Capital Investors. WWe have updated the meeting
reciplent previously received link to improve security.

Original Meeting Details:
Date: October 15, 2020

Time: 2:00 PM (AEST)
Topic: Levitas Capital Investment Strategy Review

Plzase click here 1o join the updated mesting:

Join Zoom Meeting Iinl;_h_as been changed to a
malicious one

If you have any issues connecting to the meeting, feel free
to contact us

Best regards,

Zoom Support Team

Zoom Video Communications Inc.
support@zoom.us




How to Protect Yourself from Phishing Attacks

Phishing attacks can be innovative, but there are several practical steps you can take to defend yourself:

- Be Skeptical of Unexpected Emails:

If you receive an email out of the blue with an urgent request or a link to click, take a moment. Is this really from
someone you trust? Scammers often create a sense of urgency to rush you into acting.

. Double-Check the Sender’s Address:

Scammers frequently create email addresses that are nearly identical to legitimate ones. Look for extra letters
or slight domain variations that indicate fraud, like “@amazOn.com” instead of “@amazon.com.”

« Avoid Suspicious Links:

Before clicking any link, hover over it to preview the destination. Phishers can hide malicious URLs behind legit-
imate-looking links. With HTTPS phishing on the rise, the padlock symbol doesn’t guarantee safety—always verify the
full URL.

« Use Strong, Unique Passwords:

Reusing passwords across multiple accounts leaves you vulnerable. Create strong, unique passwords for each
account, and consider using a password manager. This helps defend against credential harvesting.

- Enable Two-Factor Authentication (2FA):

Adding a second layer of protection, like a code sent to your phone, significantly reduces the chances of a
successful phishing attack. By 2025, 2FA is expected to become the standard across many platforms.

« Always Keep Your Software Updated:

Remember, outdated software is a gateway for phishing attacks. Keep your operating system, browsers, and
other software updated with the latest security patches to stay ahead of vulnerabilities.

« Invest in Reputable Antivirus Software:

A strong antivirus solution provides real-time phishing protection and can catch sophisticated, malware-free
attacks, which now make up 75% of all attacks. Choose an antivirus that monitors threats in real-time to stay safe as
phishing tactics evolve.

+ Data Protection .




Want to protect your business
from phishing threats?

Learn more about Dimiour’s comprehensive cybersecurity solutions.

Looking Ahead: Phishing in 2025

Phishing tactics are advancing quickly, and cybercriminals are using new tricks to stay ahead of defenses. Here’s what
the future might hold:

» Voice and Video Phishing (Vishing and Deepfakes):

By 2025, scammers may use deepfake technology to create convincing voice or video messages that seem like
they’re from trusted figures—like a boss or colleague—asking for urgent actions.

How to Defend: Always verify requests through another method, like a phone call, before taking any action.
- Targeting Cloud Services:

As businesses rely more on cloud storage, phishing attacks will increasingly target these platforms. A single com-
promised account could give attackers access to large amounts of sensitive information.

How to Defend: Use multi-factor authentication and regularly review who has access to your cloud services.
« Phishing Through New Communication Channels

Email isn’t the only phishing target anymore. Scammers are starting to use platforms like Slack, Teams, and mes-
saging apps to trick users.

How to Defend: Train your team to recognize phishing attempts, no matter the platform, and monitor suspicious behav-
ior across all communication channels.

« Artificial Intelligence-Assisted Phishing
Phishing may soon be powered by Al, allowing scammers to craft highly personalized, real-time phishing mes-
sages based on your behavior, interests, and online activities. These messages will be more convincing and harder to

detect.

How to Defend: Regularly educate your teams and families about the risks, stay cautious even with seemingly personal-
ized messages, and invest in threat detection systems that monitor for unusual patterns.


https://www.dimiour.io/contact-us/
https://www.dimiour.io/contact-us/

What to Do If You’ve Been Phished:

Phishing attacks can happen, even with precautions in place. Here’s how to take action immediately:
1. Change Your Passwords Immediately:

If you’ve clicked a suspicious link, update your passwords—especially for banking and email accounts.
According to Verizon’s Data Breach Investigations Report, compromised credentials are involved in 61% of breaches.

2. Monitor Your Accounts Closely:

Check your bank and email accounts for any suspicious activity. The FBI’s Internet Crime Complaint Center
recommends immediate account monitoring to detect early fraud signs.

3. Report the Attack:

Notify your IT team, bank, or the platform provider. According to the Anti-Phishing Working Group (APWG),
quick reporting can help others avoid falling victim.

4. Run a Security Scan:

Scan your device with antivirus software to catch any malware. Real-time protection can help prevent
further damage. Taking swift action can help minimize the impact of phishing and protect your sensitive data.

Finally, stay informed. Phishing tactics are always evolving, so it’s crucial to stay one step ahead. Share what you know
with your colleagues, friends, and family. The more people know, the less likely they are to fall victim.



